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6.3 The following code fragments show a sequence of virus instructions and a meta-
morphic version of the virus. Describe the effect produced by the metamorphic
code.
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Original Code

Metamorphic Code

mov eax, 5
add eax, ebx
call [eax]

mov eax, 5
push ecx

pop ecx

add eax, ebx
swap eax, ebx
swap ebx, eax
call [eax]
nop
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6.7

Assume you have found a USB memory stick in your work parking area. What threats
might this pose to your work computer should you just plug the memory stick in and
examine its contents? In particular, consider whether each of the malware propaga-
tion mechanisms we discuss could use such a memory stick for transport. What steps
could you take to mitigate these threats, and safely determine the contents of the
memory stick?
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6.10

6.11

Suppose you have a new smartphone and are excited about the range of apps available
for it. You read about a really interesting new game that is available for your phone.
“You do a quick Web search for it, and see that a version is available from one of the
free marketplaces. When you download and start to install this app, you are asked
to approve the access permissions granted to it. You see that it wants permission to
“Send SMS messages” and to “Access your address-book”. Should you be suspicious
that a game wants these types of permissions? What threat might the app pose to your
smartphone, should you grant these permissions and proceed to install it? What types
of malware might it be?

Assume you receive an e-mail, which appears to come from a senior manager in your
company, with a subject indicating that it concerns a project that you are currently
‘working on. When you view the e-mail, you see that it asks you to review the attached
revised press release, supplied as a PDF document, to check that all details are correct
before management release it. When you attempt to open the PDF, the viewer pops
up a dialog labeled “Launch File” indicating that “the file and its viewer application
are set to be launched by this PDF file.” In the section of this dialog labeled “File,”
there are a number of blank lines, and finally the text “Click the ‘Open’ button to view
this document.” You also note that there is a vertical scroll-bar visible for this region.
‘What type of threat might this pose to your computer system should you indeed
select the “Open” button? How could you check your suspicions without threatening
your system? What type of attack is this type of message associated with? How many
people are likely to have received this particular e-mail?




