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Review Questions

191 Describe a classification of computer crime based on the role that the computer plays
in the criminal activity.

Define three types of property.

Define three types of intellectual property.

‘What are the basic conditions that must be fulfilled to claim a copyright?

‘What rights does a copyright confer?

Briefly describe the Digital Millennium Copyright Act.

What s digital rights management?

Describe the principal categories of users of digital rights management systems.
‘What are the key principles embodied in the EU Directive on Data Protection?
How do the concerns relating to privacy in the Common Criteria differ from the
concerns usually expressed in official documents, standards, and organizational
policies?

19,11 What functions can a professional code of conduct serve to fulfll?
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Problems

191 For each of the cybercrimes cited in Table 19.1, indicate whether it fals into the cat-
egory of computer as target, computer as storage device, or computer as communica-
tions tool. In the first case, indicate whether the crime is primarily an attack on data
integrity, system integrity, data confidentiality, privacy, or availability.

Repeat Problem 19.1 for Table 19.2.
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Assume you are a midlevel systems administrator for one section of a larger organiza-
tion. You try to encourage your users to have good password policies and regularly
run password-cracking tools to check that those in use are not guessable. You have
become aware of a burst of hacker password-cracking activity recently. In a burst of
enthusiasm, you transfer the password files from a number of other sections of the
organization and attempt to crack them. To your horror, you find that in one section
for which you used to work (but now have rather strained relationships with), some-
thing like 40% of the passwords are guessable (including that of the vice-president
of the section, whose password is “president™!). You quietly sound out a few former
colleagues and drop hints in the hope things might improve. A couple of weeks later
you again transfer the password file over to analyze in the hope things have improved.
They haven't. Unfortunately, this time one of your colleagues notices what you are
doing. Being a rather “by the book” person, he notifies senior management, and that
evening you find yourself being arrested on a charge of hacking and thrown out of
a job. Did you do anything wrong? Which of the potential ethical dilemmas listed in
‘Table 19.3 does this case illustrate? Briefly indicate what arguments you might use to
defend your actions. Make reference to the Professional Codes of Conduct shown in
Figures 19.8 through 19.10.




