UBI528 / UTI502 Network Security

Homework 4 5

ril 12182017
Due date: .

(Problems 10, 13, 20 and 25 of Chapter 8 from Computer Networking, 6th ed. Kurose and
Ross, 2013)

P10. Suppose Alice wants to communicate with Bob using symmetric key cryptography
using a session key Ks. In Section 8.2, we learned how public-key cryptography can be used
to distribute the session key from Alice to Bob. In this problem, we explore how the session
key can be distributed —without public key cryptography — using a key distribution center
(KDC). The KDC is a server that shares a unique secret symmetric key with each registered
user. For Alice and Bob, denote these keys by Ka-kpc and Ks-kDc. Design a scheme that uses
the KDC to distribute Ks to Alice and Bob. Your scheme should use three messages to
distribute the session key: a message from Alice to the KDC; a message from the KDC to
Alice; and finally a message from Alice to Bob. The first message is KA-kDC (A, B). Using the
notation, KA-kp¢, KB-KDC, S, A, and B answer the following questions.

a. What is the second message?
b. What is the third message?

P13. In the BitTorrent P2P file distribution protocol (see Chapter 2), the seed breaks the file
into blocks, and the peers redistribute the blocks to each other. Without any protection, an
attacker can easily wreak havoc in a torrent by masquerading as a benevolent peer and
sending bogus blocks to a small subset of peers in the torrent. These unsuspecting peers then
redistribute the bogus blocks to other peers, which in turn redistribute the bogus blocks to
even more peers. Thus, it is critical for BitTorrent to have a mechanism that allows a peer to
verify the integrity of a block, so that it doesn’t redistribute bogus blocks. Assume that when
a peer joins a torrent, it initially gets a .torrent file from a fully trusted source. Describe a
simple scheme that allows peers to verify the integrity of blocks.

P20. In Section 8.6.1, it is shown that without sequence numbers, Trudy (a woman in-the
middle) can wreak havoc in an SSL session by interchanging TCP segments. Can Trudy do
something similar by deleting a TCP segment? What does she need to do to succeed at the
deletion attack? What effect will it have?

P25. Provide a filter table and a connection table for a stateful firewall that is as restrictive as
possible but accomplishes the following:

a. Allows all internal users to establish Telnet sessions with external hosts.
b. Allows external users to surf the company Web site at 222.22.0.12.
c. But otherwise blocks all inbound and outbound traffic.

The internal network is 222.22/16. In your solution, suppose that the connection table
is currently caching three connections, all from inside to outside. You'll need to invent
appropriate IP addresses and port numbers.
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