ECE 646 - Lecture 6

Historical Ciphers

Why (not) to study historical ciphers?

AGAINST

Not similar to
modern ciphers

Long abandoned

FOR

Basic components became
a part of modern ciphers

Under special circumstances
modern ciphers reduce
to historical ciphers

Influence on world events

The only ciphers you

w




Secret Writing

/\.

Steganography Cryptography
(hidden messages) (encrypted messages)
Substitution Transposition
Transformations Ciphers
/ (change the order
\ of letters)
Codes Substitution
(replace Ciphers
words) (replace
letters)

Selected world events affected by cryptology

1586 - trial of Mary Queen of Scots - substitution cipher

1917 - Zimmermann telegram, America enters World War |

1939-1945 Battle of England, Battle of Atlantic, D-day -
ENIGMA machine cipher

1944 — world’s first computer, Colossus -
German Lorenz machine cipher

1950s — operation Venona — breaking ciphers of soviet spies
stealing secrets of the U.S. atomic bomb
— one-time pad




Ciphers used predominantly in the given period(1)

Cryptography

T 100B.C.

Shift ciphers

+ 1586 Invention of the Vigenére Cipher

Homophonic ciphers

Vigenére cipher

+ 1919 Invention of rotor machines

+ 1926 Vernam cipher (one-time pad)

Crypt

Frequency analysis
al-Kindi, Baghdad

Monoalphabetic substitution cipher

Black chambers

Kasiski’s method

(Simple polyalphabetic substitution ciphers)
Index of coincidence T

William Friedman

Electromechanical machine ciphers
(Complex polyalphabetic substitution ciphers)

analysis

4+ Xe.

+ XVIIc.

+ 1863
1918

Ciphers used predominantly in the given period(2)

Cryptography

+ 2001

T 1949 Shennon’s theory
of secret systems

one-time pad
Stream Ciphers
S-P networks

+ 1977 Publication of DES

DES

Triple DES

AES

Cryptanalysis

Reconstructing ENIGMA -
Rejewski, Poland
Polish cryptological bombs,
and perforated sheets
British cryptological
bombs, Bletchley Park, UK A
Breaking Japanese
“Purple” cipher

DES crackers

- 1932

1939
- 1945

1977

- 1990

I 2001




Substitution Ciphers (1)
1. Monalphabetic (simple) substitution cipher

My

M= m, m, 1y my ....
C ... f(my)

= fim,) f(m,) f(my) f(m,) .
Generally f is a random permutation, e.g.,
abcdefghijklmnopgrstuvwzsxyz

f:

sltavmcerubgpdfkhwygxzijndio

Key=f
Number of keys = 26! = 4 - 10%¢

Monalphabetic substitution ciphers
Simplifications (1)
A. Caesar Cipher
¢; = f(m;) = m; + 3 mod 26
m, = f'!(c;) = ¢, - 3 mod 26

No key
B. Shift Cipher

¢, = f(m,) = m, + k mod 26
m, = f'l(c,) = ¢, - k mod 26

Key =k
Number of keys =26




Coding characters into numbers

A < 0 N < 13
B <=1 O = 14
C < 2 P < 15
D <& 3 QO = 16
E < 4 R < 17
F < 5 S < 18
G < 6 T < 19
H < 7 U < 20
I = 8 V < 21
J < 9 W < 22
K < 10 X < 23
L < 11 Y < 24
M < 12 Z < 25

Caesar Cipher: Example

Plaintext: I CAME I SAWI CONQUERED
820124 818022 8 214131620 4 174 3

11 53 157 1121325 11 517161923 7 207 6

Ciphertext: LFDPH LVDZ L FR QTXHUHG




Monalphabetic substitution ciphers
Simplifications (2)

C. Affine Cipher

¢; = f(m;) =k, - m; + k, mod 26
ged (ky, 26)=1

m, = f'!(c;) =k, - (c; - k,) mod 26

Key = (ky, k,)
Number of keys = 12:26 = 312

Most frequent single letters

Average frequency in a random string of letters:

1o 0.038 =3.8%
26

Average frequency in a long English text:

E — 13%
T,N,R,1,0,A,S — 6%-9%
D,H,L — 3.5%-4.5%
C,FEPUMY,G, W,V — 15%23%

B,X,K,Q,J,Z — <1%




Most frequent digrams, and trigrams

Digrams:
TH, HE, IN, ER, RE, AN, ON, EN, AT

Trigrams:

THE, ING, AND, HER, ERE, ENT, THA, NTH,
WAS, ETH, FOR, DTH

Relative frequency of letters in a long English text

by Stallings
14 12.75
12
o J4
10 o
775 8.5
6
6 425
35 35 375 1 | .
4 3 275 | [|2.75 3
5 2.25
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ABCDEFGHTIJKLMNOPORSTUVHWX XY Z




nimie

I

i

abcdefghijklm

nopgrstuvwxyz

uﬁﬁHﬁ

TRl

= 0

abcdefghijklm

nopgrstuvwxyz

Character frequency
in a long English
plaintext

Character frequency
in the corresponding
ciphertext

for a shift cipher

nimie

I

i

abcdefghijklm

nopgrstuvwxyz

1kt

-

LT

abcdefghijklm

nopgrstuvwzxysz

Character frequency
in a long English
plaintext

Character frequency
in the corresponding
ciphertext

for a general
monoalphabetic
substitution cipher




Frequency analysis attack: relevant frequencies

14 14
12 12
10 10

8 M M 8
6 6

abcdefghijklmnopgrstuvwxyz

Hltt itk

abcdefghIjklmnopgrstuvwxyz

Long English text T Short English message M
14 14
12 12
10 10 -
8 . 8 T
6 B 6 l
AN R AR
3 nirin e % LI sttt
0 abcdefghijklmnopgrstuvwxyz 0 abcdefghIjklmnopgrstuvwxyz
Ciphertext of the long English text T Ciphertext of the short English message M

Frequency analysis attack (1)

Step 1: Establishing the relative frequency of letters
in the ciphertext

Ciphertext:

FMXVE DKAPH FERBN DKRXR SREFM ORUDS
DKDVS HVUFE DKAPR KDLYE VLRHH RH

ABCDEFGHIJKLMNOPQRSTUVWIXY?Z

R -8
D -7
E,H K -5




Frequency analysis attack (2)

Step 2: Assuming the relative frequency of letters
in the corresponding message, and deriving
the corresponding equations

Assumption: Most frequent letters in the message: E and T

Corresponding equations:

E—R f(E) =R
T—D f(T) =D
4—17 f(4)=17
19 —3 f(19)=3

Frequency analysis attack (3)

Step 3: Verifying the assumption for the case
of affine cipher

f(4) =17
f(19) =3
Il

4k, +k, =17 (mod 26)
19-k, +k, = 3 (mod 26)

L
15k, = -14 (mod 26)

1L
15-k; = 12 (mod 26)

10



Substitution Ciphers (2)
2. Polyalphabetic substitution cipher

M= m, m, .oy
My, My, ... My
Mgy Mpgep ... Mg

C= fi(m) f,(m,) .. fy(my)
fi(mg)  H(mg,) ... fi(my,)
fi(mygyy ) H(myg,) ... fy(myy)

d is a period of the cipher

Key=d,f, 1, ....f;
Number of keys for a given period d = (26!)d = (4 - 10%¢)d

8

6
44
1
0

Character frequency
in a long English
plaintext

MWW LI

abcdefghijklmnopgrstuvwxyz

Character frequency
in the corresponding
ciphertext

for a polyalphabetic
substitution cipher

T

abcdefghijklmnopgrstuvwxyz
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Polyalphabetic substitution ciphers

Simplifications (1)

ft cipher

i

h

1C S

ipher: polyalphabet

b

igenére ¢

A.V

Invented in 1568

fi mod d(mi) = m; + ki mod d mod 26

%

\O
(@]
he]
@)
=
d .
R
vy N
; :
g S
I =
—_ o
™ i
=
=) I
& 7
£ N
I

m; =

(26)

Number of keys for a given period d

Square

by

genere

.
abcdefghijklmnopgrstuvwzxyz

V

.
.

plaintext

abcdefghijklmnopgrstuvwzxyz

3

bcdefghijklmnopgrstuvwzxyza

cdefghijklmnopgrstuvwzxyzab
defghijklmnopgrstuvwzxyzaboc

efghijklmnopgrstuvwzxyzabocd

fghijklmnopgrstuvwzxyzabcde
ghijklmnopgrstuvwxyzabcdef

ijklmnopgrstuvwzxyzabcdefagh
jklmnopgrstuvwxyzabcdefghi

hijklmnopgrstuvwxyzabcdefg
klmnopgrstuvwxyzabcdefghdi];j

lmnopgrstuvwxyzabcdefghiijk
mnopgrstuvwxyzabcdefghiijkl1
nopgrstuvwxyzabcdefghiijklmnm
opgrstuvwxyzabcdefghijklmn
pagrstuvwxyzabcdefghijklmno
grstuvwxyzabcdefghijklmnop

1

Key =“nsa”

rstuvwxyzabcdefghijklmnopg
stuvwxyzabcdefghijklmnopgqgr
tuvwxyzabcdefghijklmnopgrs

2

uvwxyzabcdefghijklmnopgrst
vwxyzabcdefghijklmnopgrstu

wxyzabcdefghijklmnopgrstuv

xyzabcdefghijklmnopgrstuvw

vzabcdefghijklmnopgrstuvwzx

zabcdefghijklmnopgrstuvwzxy

12



Vigeneére Cipher - Example

Plaintext: TO BE OR NOT TO BE
Key: NSA

Encryption: TOB
P EOR

NOT
TOB
E

GGB
RGR
AGT
GGB
R

Ciphertext: GGBRGRAGTGGBR

Determining the period of the polyalphabetic cipher
Kasiski’s method

Ciphertext: GGBRGRAGTGGBR

Distance = 9

Period d is a divisor of the distance between
identical blocks of the ciphertext

In our example: d=3 or 9

13



Index of coincidence method (1)

n, - number of occurances of the letter i in the ciphertext

I=a.z
N - length of the ciphertext

p; = frequency of the letter i for a long ciphertext

n;

N

p; = lim

N— o©

;pfl

Index of coincidence method (2)

Measure of roughness:

M.R. 0.028 0.014 0.006 0.003

period 1 2 5 10

14



Index of coincidence method (3)

Index of coincidence

z
The approximation of 2 p!

Definition: 1=a

Probability that two random elements of the ciphertext

are identical
z

0 (n;-1) -
S N>
[.C.= — 1=a
=2k
l=d )

Formula:

(N-1)-N

Index of coincidence method (4)

Measure of roughness

z

Y aen

MR =1C . L= A

26 (N-1)-N 26

M.R. 0.028 0.014 0.006 0.003

period 1 2 5 10

15



Polyalphabetic substitution ciphers
Simplifications (2)

B. Rotor machines used before and during the WWII

Country = Machine Period

Germany: Enigma d=26-25-26 = 16,900
US.A.:  M-325, Hagelin M-209

Japan: “Purple”

UK: Typex d=26-(26-k)-26, k=5, 7, 9
Poland: Lacida d=24-31-35 =26,040

Substitution Ciphers (3)
3. Running-key cipher
M= m, m, m, my .... my
K= k k, k, k, .... ky
K is a fragment of a book
C= ¢ c, C, C, .... Cy
¢, =m, + k. mod 26

m; = ¢; - k; mod 26

Key: book (title, edition), position in the book (page, row)

16



Character frequency
in a long English
plaintext

ﬂﬂww NI

abcdefghijklmnopgrstuvwxyz

Character frequency

in the corresponding
ciphertext

for a running-key

cipher

abcdefghijklmnopgrstuvwxyz

Substitution Ciphers (4)
4. Polygram substitution cipher

M= m m, .. my - M,
Mgy Mgy ... My - M
Mygp Mygey ... Myg - My

C= ¢ ¢ ... ¢ - C

a1 Cara -ov Coa - G
Cogr1 Cogrz - Caa - G

d 1s the length of a message block
C,=fM) M, = f1(C)
Key=d, f
Number of keys for a given block length d = (269)!

17



Playfair Cipher 1854

Key:
PLAYFAIR IS A DIGRAM CIPHER

®)| L |[a F
Convention 1
I R S D G
message P O|L A|N D
M|C |HI|E |B ciphertext A K|A Y|Q R
K| N @ Q| T Convention 2
Upv @ wipx iz message P O/L AN D
ciphertext K A|R S|R O
Hill Cipher 7929
Ciphering:
C[lxd] - M[lxd] ’ K[dxd]
kll’ klz’ seey kld
(¢, Cyy veny €g) = (M, m,, ..., my)
kdl, kd2, D) kdd
ciphertext block = message block - key matrix

18



Hill Cipher
Deciphering:

Miixa) = Crixay - K_l[dxd]

message block = ciphertext block - inverse key matrix
where 1,0,...,0,0
0,1,...,0,0

K[dxd] : K_l[dxd] e

key matrix - inverse key matrix = identity matrix

Hill Cipher - Known Plaintext Attack (1)
Known:

C;=(Cy15 Cpps -+v5 C1g) My =(myy, My, ..., Myy)
CZ = (Cz], 022, ey Czd) M2 = (le, m22, cony mzd)

Cd = (Cdl’ CdZ’ ey Cdd) Md = (mdl’ de’ ey mdd)

We know that:
(C11> Cpas ++-5 Cpg) = (Myy, My, .oy Myy) * K dxd]

(Ca1s €y +-+5 Cog) = (Myy, Myy, ..., Myy) * Kaxd]

19



-

N

Hill Cipher - Known Plaintext Attack (2)

4 4
11> €125 +-> €1 11> My, -

mdl’ md29 e mdd kdl’ kd2, ey kdd
- N

Cdl, Cd2) ceey Cdd

C[dxd] - M[dxd] ’ K[dxd]

Kigxa) = M_l[dxd] " Craxd]

Substitution Ciphers (5)

4. Homophonic substitution cipher

M={A,B,C,..,Z}
C=1{0,1,2,3,...,99

¢; = f(m;, random number)
m,; = f1(c)

f: E — 17,19,27,48,64
A — 8,20,25,49
U — 45,68,91

X — 33

20



Transposition ciphers

M= m m, m m, .... My
C =

Mygqy Mgy Mgy Mgy ... Mgy,

Letters of the plaintext are rearranged without
changing them

_ I Character frequency
in a long English
plaintext

ﬁF W IRLILTA N

abcdefghijklmnopgrstuvwxyz

Character frequency

| in the corresponding
ciphertext
for a transposition cipher

MWW L

abcdefghijklmnopgrstuvwxyz

21



Transposition cipher
Example

Plaintext: CRYPTANALYST

Key: KRIS
23 14
Encryption: KRI S
CRYP
TANA
LYST

Ciphertext: YNSCTLRAYPAT

One-time Pad
Vernam Cipher

Gilbert Vernam, AT&T 1926
Major Joseph Mauborgne
c,=m; @Kk
m; 01110110101001010110101

1

k.

1

C:

1

11011101110110101110110
10101011011111111000011

All bits of the key must be chosen at random
and never reused

22



One-time Pad
Equivalent version

c; =m,; + k; mod 26

m; TO BE OR NOT TO BE

ki, AX TC VI URD WM OF
¢, TL UG JZ HFW PK PJ

1

All letters of the key must be chosen at random
and never reused

Perfect Cipher

Claude Shannon
Communication Theory of Secrecy Systems, 1948

Y  PM=m|C=0)=P(M=m)

meM
ceC

The cryptanalyst can guess a message with
the same probability without knowing a ciphertext
as with the knowledge of the ciphertext

23



Is substitution cipher a perfect cipher?

C=XRZ
P(M=4DD | C=XRZ) =0

P(M=4DD) = 0

Is one-time pad a perfect cipher?

C=XRZ
P(M=4ADD | C=XRZ) = 0
P(M=ADD) = 0
M might be equal to

CAT PET SET, ADD, BBC, AAA, HOT,
HIS, HER, BET, WAS, NOW, etc.

24



S-P Networks

Basic operations of S-P networks

Substitution Permutation

S—= = —_0 o0

O === O =
S—R ==, OO0 O

S~ OO == O

S-box P-box

25



Avalanche effect

m; = m, — =0
m, —>» S — > ¢,
m, S S C3
m, — 7 — .,
my —_— [ —— C5— C
mg —

m, S S S — =
m, — -
my | RN — — G
my, — N B — €
my; —» S — S — S — ¢y ¢y
my, —* — —_— — ¢,
M1 — —> Cq > Cq
mg, S S —_— S — Cq
mg; — — e —_ — ¢
Me4 Coa— Ca
LUCIFER Horst Feistel, Walt Tuchman
IBM
L Kk L ko | ke
m —_ [
" IS0 S0 —/s0 “
my —_— — ¢
my S 1 S 1 _— S 1 ¢,
| ko L koo | Ko
mg c
m | SO S0 —180/ = ¢
m; —_ —p —_— —
mg S1 S1 —1/ Sl |— ¢
| ks | Kss P ) K316
b — Co
— () SO _ IS0/ 1— «,
m) — - — —
m,— / S1 S1 — S1
l k32,1 l k32,2 l k32,16
my, —_— —_— —— Cpos
My SO SO ’ SO > Cix
myy —_— e — ¢
i S1 S1 — 0 —/Ss1—

Ciag

16 rounds
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LUCIFER- external look

plaintext block

@ 128 bits
key

512 bits

ciphertext block
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