UBI 523 Cryptosystems and Cryptographic Protocols
[bookmark: _GoBack]Homework Problems		

4.4.	Addition in GF(24): Compute A(x)+B(x) mod P(x) in GF(24) using the irreducible polynomial P(x) = x4 +x+1. What is the influence of the choice of the reduction polynomial on the computation?
1. A(x) = x2+1, B(x) = x3+x2+1
2. A(x) = x2+1, B(x) = x+1

4.6.	Compute in GF(28):
(x4+x+1)/(x7+x6+x3+x2),
where the irreducible polynomial is the one used by AES, P(x)=x8+x4+x3+x+1.
Note that Table 4.2 contains a list of all multiplicative inverses for this field.

4.13.	We consider the first part of the ByteSub operation, i.e, the Galois field inversion.
1. Using Table 4.2, what is the inverse of the bytes 29, F3 and 01, where each byte is given in hexadecimal notation?
2. Verify your answer by performing a GF(28) multiplication with your answer and the input byte. Note that you have to represent each byte first as polynomials in GF(28). The MSB of each byte represents the x7 coefficient.

4.16.	The minimum key length for the AES algorithm is 128 bit. Assume that a special-purpose hardware key-search machine can test one key in 10 ns on one processor. The processors can be parallelized. Assume further that one such processor costs $10, including overhead. (Note that both the processor speed and the prize are rather optimistic assumptions.) We assume also that Moore’s Law holds, according to which processor performance doubles every 18 months.
How long do we have to wait until an AES key search machine can be built which breaks the algorithm on average in one week and which doesn’t cost more than $1 million?
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Table 4.2 Multiplicative inverse table in GF(2%) for bytes xy used within the AES S-Box

Y
0 1 2 3 456 7 8 9 A BCUDEF
00 01 8D F6 CB 52 7B D1 E8 4F 29 C0 B0 E1 E5 C7
74 B4 AA 4B 99 2B 60 5F 58 3F FD CC FF 40 EE B2
3A 6E 5A F1 55 4D A8 C9 C1 0A 98 15 30 44 A2 C2
2C 45 92 6C F3 39 66 42 F2 35 20 6F 77 BB 59 19
1D FE 37 67 2D 31 F5 69 A7 64 AB 13 54 25 E9 09
ED 5C 05 CA 4C 24 87 BF 18 3E 22 F0 51 EC 61 17
16 5E AF D3 49 A6 36 43 F4 47 91 DF 33 93 21 3B
79 B7 97 85 10 B5 BA 3C B6 70 DO 06 Al FA 81 82
83 7E 7F 80 96 73 BE 56 9B 9E 95 D9 F7 02 BY A4
DE 6A 32 6D D8 8A 84 72 2A 14 9F 88 F9 DC 89 9A
FB 7C 2E C3 8F B8 65 48 26 C8 12 4A CE E7 D2 62
0C EO 1F EF 11 75 78 71 A5 8E 76 3D BD BC 86 57
0B 28 2F A3 DA D4 E4 OF A9 27 53 04 1B FC AC E6
7A 07 AE 63 C5 DB E2 EA 94 8B C4 D5 9D F8 90 6B
B1 0D D6 EB Cé6 OE CF AD 08 4E D7 E3 5D 50 1E B3
5B 23 38 34 68 46 03 8C DD 9C 7D A0 CD 1A 41 1C
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