


Chapter 5 
Database Security 

 



Databases 

 structured collection of data stored for use by one or more 
applications 

 contains the relationships between data items and groups of 
data items 

 can sometimes contain sensitive data that needs to be secured 

 database management system (DBMS) 
 suite of programs for constructing and maintaining the database 
 offers ad hoc query facilities to multiple users and applications 

 query language 
 provides a uniform interface to the database 

 



DBMS Architecture 



Relational Databases 

 table of data consisting of rows and columns 

 each column holds a particular type of data 

 each row contains a specific value for each column 

 ideally has one column where all values are unique, forming 
an identifier/key for that row 

 enables the creation of multiple tables linked together by 
a unique identifier that is present in all tables 

 use a relational query language to access the database 

 allows the user to request data that fit a given set of criteria 
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Relational Database Elements 

 relation / table / file 

 tuple / row / record 

 attribute / column / field 

primary key 

• uniquely identifies a row 

• consists of one or more column 
names 

foreign key 

• links one table to attributes in 
another 

view / virtual table 

• result of a query that returns 
selected rows and columns from 
one or more tables 
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Structured Query Language  
(SQL) 

 originally developed by IBM in the mid-1970s 

 standardized language to define, manipulate, and query 
data in a relational database 

 several similar versions of ANSI/ISO standard 

SQL statements can be used to: 

• create tables  

• insert and delete data in tables  

• create views  

• retrieve data with query statements 



Database Access Control 

database access control 
system determines: 

if the user has access to the entire 
database or just portions of it 

what access rights the user has (create, 
insert, delete, update, read, write) 

can support a range of 
administrative policies 

centralized administration 

• small number of privileged users may grant and 
revoke access rights 

ownership-based administration 

• the creator of a table may grant and revoke access 
rights to the table 

decentralized administration 

• the owner of the table may grant and revoke 
authorization rights to other users, allowing them 
to grant and revoke access rights to the table 



SQL Access Controls 

 two commands for managing access rights: 
 grant 

 used to grant one or more access rights or can be used to 
assign a user to a role 

 revoke 
 revokes the access rights 

 typical access rights are: 
 select, insert, update, delete, references 



Cascading Authorizations 



Role-Based Access Control  
(RBAC) 

 role-based access control eases administrative burden and improves 
security 

 

 

 

 

 

 a database RBAC needs to provide the following capabilities: 

 create and delete roles 

 define permissions for a role 

 assign and cancel assignment of users to roles 

• application owner 

• an end user who owns database objects as part of an application 

• end user 

• an end user who operates on database objects via a particular 
application but does not own any of the database objects 

• administrator 

• user who has administrative responsibility for part or all of the 
database 
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Inference 
 the process of 

performing queries 
and deducing 
unauthorized 
information from 
the legitimate 
responses received 

 

 inference channel 

is the information 
transfer path by 
which unauthorized 
data is obtained 



Inference Example 



Inference Countermeasures 

 inference detection at database design 

 alter the database structure or change the access control 
regime 

 inference detection at query time 

 monitor and alter or reject the query 

 an inference detection algorithm is needed for either 
approach 

 difficult 

 subject of ongoing research 

 



Statistical Databases  
(SDB) 

 provides data of a statistical nature such as counts and 
averages 

 two types: 
 pure statistical database 

 only stores statistical data 

 ordinary database with statistical access 
 contains individual entries 

 uses DAC, MAC, and RBAC 

 access control objective is to provide users with the 
needed information without compromising the 
confidentiality of the database 

 security problem is one of inference 



Abstract Model of a Relational 
Database 
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Statistical Database Security 

 use a characteristic formula C 

 a logical formula over the values of attributes 

 e.g. (Sex=Male) AND ((Major=CS) OR (Major=EE))  

 query set X(C) of characteristic formula C, is the set of 
records matching C 

 a statistical query is a query that produces a value 
calculated over a query set 
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Protecting 
Against 

Inference 



Tracker Attacks 
  divide queries into parts 

  C = C1.C2 

  count(C.D) = count(C1) - count (C1. ~C2) 

  combination is called a tracker 

  each part acceptable query size 

  overlap is desired result 



Other Query Restrictions 

 query set overlap control 

 limit overlap between new and previous queries 

 has a number of problems 

 partitioning 

 cluster records into a number of mutually exclusive groups 

 query the statistical properties of each group as a whole 

 query denial and information leakage 

 denials can leak information 

 to counter must track queries from user 



Perturbation 

 add noise to statistics generated from original data 

 data perturbation technique 
 data can be modified to produce statistics that cannot be used to 

infer values for individual records 

 output perturbation technique 
 system generates statistics that are modified from those that the 

original database would provide 

 random-sample query 

 goal is to minimize the differences between original results 
and perturbed results 

 main challenge is to determine the average size of the error 
to be used 



Data Perturbation Techniques: 
Data Swapping 



Database Encryption 

 the database is typically the most valuable information resource 
for any organization 

 protected by multiple layers of security 

 firewalls, authentication, O/S access control systems, DB access control 
systems, database encryption 

 

 encryption is often implemented with particularly sensitive data 
 can be applied to the entire database at the record level, the 

attribute level, or level of the individual field 
 

 disadvantages to encryption: 
 key management 
 inflexibility 



Database 
Encryption 

Data owner – 

organization that 

produces data to be 

made available for 

controlled release 

 

User – human entity 

that presents queries to 

the system 

 

Client – frontend that 

transforms user queries 

into queries on the 

encrypted data stored 

on the server 

 

Server – an 

organization that 

receives the encrypted 

data from a data owner 

and makes them 

available for distribution 

to clients 



Encryption Scheme for Database 
of Figure 5.7 





Cloud Security 

NIST defines cloud computing as follows [MELL11]: 

 

 “A model for enabling ubiquitous, convenient, on-
demand network access to a shared pool of 
configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can be 
rapidly provisioned and released with minimal 
management effort or service provider interaction. This 
cloud model promotes availability and is composed of 
five essential characteristics, three service models, and 
four deployment models.” 



Cloud Computing Elements 
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Cloud Security Risks 

The Cloud Security Alliance (CSA10) lists the following as the 
top cloud specific security threats: 

abuse and 
nefarious use of 

cloud computing 

insecure 
interfaces and 

APIs 

malicious 
insiders 

shared 
technology 

issues 

data loss or 
leakage 

account or 
service hijacking 

unknown risk 
profile 



Data Protection in the Cloud 

the threat of data compromise increases 
in the cloud  

risks and challenges 
that are unique to the 

cloud  

architectural or 
operational 

characteristics of the 
cloud environment 

multi-instance model 

provides a unique 
DBMS running on a 

virtual machine 
instance for each cloud 

subscriber 

gives the subscriber 
complete control over 
administrative tasks 

related to security 

multi-tenant model 
provides a predefined environment for 
the cloud subscriber that is shared with 
other tenants typically through tagging 

data with a subscriber identifier 

gives the appearance of exclusive use of 
the instance but relies on the cloud 

provider to establish and maintain a 
secure database environment 



Summary 

 database 
 structured collection of data 

 database management system  (DBMS) 
 programs for constructing and maintaining 

the database 

 structured query language (SQL) 
 language used to define 

schema/manipulate/query data in a 
relational database 

 relational database 
 table of data consisting of rows (tuples) and 

columns (attributes) 

 multiple tables tied together by a unique 
identifier that is present in all tables 

 database access control 
 centralized/ownership-based/decentralized 

administration 

 

 role-based access control (RBAC) 
 application owner/end user other     

than application owner/administrator 

 inference channel 
 information transfer path by which 

unauthorized data is obtained 

 statistical database (SDB) 
 query restriction/perturbation/data 

swapping/random-sample query 

 database encryption 

 cloud computing/security/                
data protection 

 multi-instance/                                          
multi-tenant model 

 

 
 

 

 

 

 

 

 

 

 


