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Healthcare Information System 

Geylani KARDAS and E. Turhan TUNALI
*
 

International Computer Institute,  

Ege University, Bornova, 35100, Izmir, Turkey 

 

Abstract: Smart cards are used in information technologies as portable integrated devices with 

data storage and data processing capabilities. As in other fields, smart card use in health systems 

became popular due to their increased capacity and performance. Their efficient use with easy 

and fast data access facilities leads to implementation particularly widespread in security 

systems. 

 

In this paper, a smart card based healthcare information system is developed. The system uses 

smart card for personal identification and transfer of health data and provides data 

communication via a distributed protocol which is particularly developed for this study. Two 

smart card software modules are implemented that run on patient and healthcare professional 

smart cards respectively. In addition to personal information, general health information about 

the patient is also loaded to patient smart card. Health care providers use their own smart cards 

to be authenticated on the system and to access data on patient cards. Encryption keys and 

digital signature keys stored on smart cards of the system are used for secure and authenticated 

data communication between clients and database servers over distributed object protocol. 

System is developed on Java platform by using object oriented architecture and design patterns. 

Keywords: Smart card, healthcare information system, distributed object protocol 
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1. INTRODUCTION 

 

Automation systems in hospitals and medical centers serve the purpose of providing an 

efficient working environment for healthcare professionals. Access to accurate health 

data quickly is one of the main functions of these systems. To fulfill these requirements, 

these systems should contain an information network that acquires processes and stores 

patient information. 

 

There can be many sources that the information related to the patients can be obtained 

from: the patient himself, results of tests applied to patients, online patient monitoring 

systems, doctors’ diagnoses for patient illnesses and previously stored patient 

information [1]. In addition to the symptoms of a suspected illness, it’s important for the 

doctor to be able to retrieve patient’s previous information during his examination. 

 

The usual way of obtaining relevant patient data is to connect to the hospital database. 

In some cases, simultaneous database accesses from different terminals located in 

examination rooms can cause performance problems due to high data rate. In other 

cases patient data can be needed in an environment without network connection facility 

(in an ambulance for example) or another hospital where patient is not registered. An 

information network can be established so that patient data can be shared by different 

hospitals but mostly, factors like different IT and network solutions of hospitals, data 

security and network infrastructure make realization of such network difficult. 
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These problems can be solved by increasing the capabilities of hospital automation 

systems by using intelligent storage and retrieval mechanisms. Portable media can play 

a key role in sharing limited amount of patient specific information, which in turn, may 

provide important data to a hospital automation system [2]. The patient can carry the 

media with him/her anywhere and any time and present it to the doctor at the time of 

consultation. 

 

The media selected for the above purposes should be cheap, easy to use, carry and 

update with new information and shouldn’t get damaged easily. “Smart card” appears as 

the most suitable medium to be used in healthcare information systems when such 

requirements are considered. 

 

Smart cards can be described as portable integrated devices that store and process data. 

These tiny computers with their own memories and processors have a widespread usage 

especially in telecommunication and mass-transit systems [3]. 

 

Speed, security and portability properties make smart cards a potential tool in healthcare 

systems. Many countries implement or continue to develop such systems including 

smart card components. An intensive study on these systems is seen in working projects 

such as Sesam Vitale in France and DENTcard in Germany [2]. Also European 

Commission supported France – Belgium project Transcards [4], EU IV. Framework 

R&D project Netlink [5] and Netcards project which aims to set up a wide trans-

European network of health services for mobile citizens [6, 7] can be considered as 

important studies in this area. Furthermore the Health Insurance Card project of 
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Slovenia can be accepted as the most recent and complete operation in health card 

systems during development of the system introduced in this study. The system is the 

first healthcare system which provides nation-wide use of smart cards in health sector [8 

and 9]. The United States has been slow to adopt smart card technology since 

businesses have already invested heavily in the magnetic stripe technology used for 

credit cards [10]. However like other sectors, smart card usage in healthcare is 

beginning to become popular in this country and some state-based solutions are already 

implemented [11]. 

 

In this study, a novel smart card based healthcare system is developed. The system 

includes smart card usage in data flow and provides data communication via a 

distributed protocol that is also developed within the scope of this study. Smart cards 

are used both for mobile data transmission and security and authentication purposes in 

the system. Unlike most of the other studies, in addition to system management data, 

smart cards of our system contain personal identification and health data. This feature 

provides availability of limited but important health information at presence of the card 

as well as database access if possible.  

 

The paper is organized as follows. Section two gives general specifications of the 

system. It is followed by the system description and software design in the third section 

and implementation in the fourth section. Section five includes a status report of the 

system. Lessons learned and future plans are presented in the sixth section. 
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2. GENERAL SPECIFICATIONS 

 

The system developed is called SCHS (Smart Card Healthcare System). Both patients 

and healthcare professionals have smart cards in SCHS. Doctors use their cards to be 

authenticated in the system while patient cards include owner’s general health 

information which can be accessed without any database connection. 

 

There exists a central hospital database (which can be in a distributed structure) to store 

users’ on-card and off-card health data. Department / clinic specific patient data are 

stored on local databases of related departments and the system also interacts with them 

over a distributed object protocol. 

 

2.1 User Requirements 

 

During domain analysis phase of the SCHS development, user requirements are 

determined by following an extensive investigation of clinical requirements in Ege 

University Medical School & Hospital. Ongoing healthcare process and health 

information system in the hospital are examined in detail and subsequent incorporation 

of those requirements into the SCHS’s functional specification has been realized. 

 

We had to take into consideration only the local requirements of the hospital due to 

current non-standardized healthcare system in Turkey. Health information systems in 

use vary especially in structure of health document and clinical process of those 

documents. On the other hand we also surveyed on European CEN Technical 
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Committee 251 (CEN/TC 251) [12] active work items in health informatics. We mostly 

concentrated on the first working group studying on information models because work 

item, called 102 (PATCARDS) of this group, involves smartcard integration on 

healthcare systems. Unfortunately, we had a restricted access to standards documents 

about those related items and hence we couldn’t gain details of the data structure 

proposed for patient health cards. However we took into account PATCARDS’s data 

organization (grouping of data about identification, administrative, electronic 

prescription, etc.) and reappraised it according to our system needs during design of our 

smartcards.  

 

2.2 Security and Authentication Properties 

 

In each system component design, security is considered as an indispensable feature. A 

secure channel is established between terminals in examination rooms and card 

acceptance devices (CAD) which are connected to those terminals. When a doctor or a 

patient smart card is inserted in CAD, authentication is assured between card and host 

computer software by key exchange. Then card access PIN is requested from card 

owner and entered PIN is checked by smart card itself. Following proper PIN entrance, 

smart card session is opened. 

 

Database accesses from client terminals are also realized via a developed secure 

distributed system protocol. Data is transmitted in an encrypted form over protocol’s 

channel. 
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To provide doctors’ authentication for system and access to system servers, private 

digital signatures stored on doctors’ smart cards are used. Detailed discussion about 

security issues is given in subsection 3.6.  

 

2.3 Data Stored on System Smart Cards 

 

During design of health data model, we had to determine the amount and specification 

of the health data that would be stored on system smart cards. In smart card integrated 

healthcare systems, we should take into account of the following alternatives: Should 

we put health data on smart card or should we use smart cards just only as a media to 

access health data already stored on a network in a secure way? We evaluated both 

alternatives and introduced a hybrid approach in which smart cards are used in the 

system both as a mobile health data carrier and a security key to access private hospital 

network. Keeping all health records in a smart card is currently impossible due to space 

limitation on smart cards. Even if it were possible, it would causes lack of system 

management in case of lost or damaged user cards. 

 

On the other hand, considering advanced capabilities of the state of the art smart card 

technology, use of smart card only as a security key to access health data on a network 

would waist such capabilities. Maybe the most important disadvantage of such an 

approach would be seen in medical environments with no network access. Examination 

rooms may have no Intranet connection but essential health records of a patient may be 

urgently needed. According to the data model design we have developed on the smart 

card, those urgent records can be stored on a patient’s smart card and the healthcare 
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professional can quickly access related records stored on the card. Let us consider an 

emergency situation in which a patient is carried on an ambulance. Currently most of 

those vehicles have no Internet / Intranet access.  Hence, paramedics can quickly access 

any needed urgent health data of the patient by using the patient’s smart card. We 

believe that our proposed approach about smart card data model will meet all above 

needs and smart cards on a healthcare system should have both authentication & data 

security capabilities and secure mobile data storage roles.  

 

As it is mentioned before, two types of smart cards exist in system: patient card and 

doctor card. In each patient card, owner’s personal information is stored. Besides unique 

patient ID and card access PIN, patient’s name, surname, birth date, blood type, gender, 

address, home, work and mobile telephone numbers are stored in patient card as 

personal information. Emergency contact information (name, surname, home, work and 

mobile phone numbers of the person to be contacted and his/her relationship with 

patient) and insurance information (patient’s insurance company’s name and relevant 

SSNs) are also stored in the card. 

 

Both patient personal information and emergency contact information are not PIN 

protected. Especially, in an emergency condition, it may not be possible to obtain PIN 

from patient. In such conditions, card provides personal data and contact information 

without any PIN entry. However all the other data on card is PIN protected and card can 

block itself against repetitive wrong PIN entries. 
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Patient health information stored in the card can be grouped as follows: chronic and/or 

important former diseases with diagnosis dates, permanently used medications with 

doses, allergies with diagnosis dates, immunizations with their dates, surgical operations 

including operation date, clinic name and summary information. Additional data is 

stored as a memo on card. 

 

Patient’s last examination and prescription information are also stored on card. Last 

examination information includes last examination date, clinic and doctor data (doctor 

ID, name and surname) and summary of examination. Prescription information includes 

prescription’s date, clinic, medicine list, state approval information and again related 

doctor’s data (doctor ID, name and surname). 

 

Card issue and last update dates, network address of hospital database server on which 

related patient’s records are stored, and patient DES (Digital Encryption Standard) key 

are located in card as system information. Storing database network address on patient 

smart cards supports distributed hospital database system such that card terminals can 

dynamically determine patient database for communication purpose. Patient DES keys 

are used for encryption/decryption purposes during data transmission over network. 

 

All data on patient card is read-only to doctors except last examination and prescription 

data. After every examination, proper inspection and prescription (if needed) data are 

written to card by doctors.  
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On the other hand, doctor smart cards only store doctor personal information and system 

data. Doctor’s unique ID, card PIN, name, surname, hospital department, address, 

home, work and mobile phone numbers are stored as personal information. Card issue 

and last update dates, again network address of relevant hospital database server and 

doctor digital signature are stored as system data. Doctor digital signature is a DSA 

(Digital Signature Algorithm) private key which provides doctor authentication on 

system. 

 

2.4 Smart Card Sessions 

 

Computers located in examination rooms are defined as system client terminals. Each 

terminal has a connected CAD and they can connect to specific system servers to access 

databases. The software running on terminals can open doctor and patient sessions. 

There must be an open doctor session to accept patients and carry out examinations. 

Doctor session can only be opened by a doctor smart card. When a doctor card is 

inserted in CAD, a secure channel is established between host application and smart 

card. After mutual authentication, card PIN is requested. User’s PIN entry is sent to 

smart card and card processes the PIN. If PIN is valid, card session will be successfully 

opened and terminal application communicates with the remote server over system 

protocol to get messages for related doctor. Remote database server address is obtained 

from smart card. Doctor personal data including DSA private key is temporarily 

transmitted to application from smart card. This data will be available during doctor 

session. Now doctor session is open and host application waits for patient smart cards. 
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One approach is to keep doctor session open only when doctor card is inserted on CAD, 

which increases security [13]. So, a patient card can only be accepted when a doctor 

card is also present in reader. However this can only be possible in CADs with two slots 

and advanced mutual card authentication capabilities. We have used a single-slotted 

CAD with a simpler structure. In our system, opening a doctor session before patient 

session is sufficient for operation. 

 

Doctor can close his/her session using the application interface or session will be 

automatically closed when application ends. Figure 1 represents the doctor session. 

 

Figure 1 approximately here 

 

When an open doctor session condition is satisfied, application can accept patient smart 

cards and open patient sessions. Like doctor session, a secure channel is established and 

mutual authentication is realized when a patient card is inserted on CAD. Entered PIN is 

validated and remote messages for patient are received in same manner. 

  

To obtain patient’s clinic specific health records, an extra communication channel with 

clinic server exists. Using system private distributed protocol, terminal receives 

requested data from clinic server in an encrypted form. Data is encrypted with patient 

DES key and to decrypt it on client side, terminal needs same DES key stored on patient 

smart card. In addition to general health information, decrypted clinic specific patient 

health data are displayed. After examination, doctor updates inspection and prescription 

information on patient smart card with new data and he/she also updates clinic specific 
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patient data if he/she has authority. Updated clinic specific data are again encrypted 

using patient encryption key, signed with doctor’s private digital signature and sent to 

remote clinic server. Reverse procedure will be carried out on the server side: Signature 

is verified with doctor’s public key and patient data are decrypted again with patient 

DES key. Notice that the required DES and DSA keys are obtained from hospital 

central database on server side using database network addresses sent from client 

terminal. Data update on clinic database is completed if everything is in order. Result of 

remote process is returned to terminal and patient session is closed. In every step of 

patient session, patient’s smart card should be located on CAD; otherwise session and 

all session related interfaces are automatically closed for security considerations. Figure 

2 demonstrates patient session. 

 

Figure 2 approximately here 

 

After examination, patient will apply to system administration unit to record new 

inspection and prescription data stored on smart card to hospital database and to realize 

prescription approval. 

 

2.5 System Administration 

 

A hospital unit is proposed to carry out system administration functions. Basically that 

unit is responsible to manage hospital database. Other responsibilities of this unit are to 

record new patients and doctors to system and to perform smart card related operations 
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like smart card preparation for new users, smart card cancellation, and data update from 

smart cards to database and database to smart cards. 

 

3. SYSTEM DESCRIPTION 

 

In this section, overall system architecture and major software / hardware components 

of SCHS are discussed. 

 

3.1 System Architecture   

 

Based on 3-tier software architecture, the system consists of client, server and database 

layers. In an ordinary client/server application, clients connect directly to the database 

server and perform queries. However in such a system, client software components will 

completely depend on database server and related database software. To overcome the 

dependency problem, instead of the clients directly being involved in database related 

processes, an extra control structure is added to manage queries. This lets each 

component to be designed independent of the others and provides software reusability. 

  

The system has an object oriented software in which MVC (Model, View & Controller) 

software architecture design pattern is applied. In MVC pattern, view components 

communicate with system data model by means of a controller mechanism. So, client 

applications only include view components (user interfaces such as forms, dialogs, etc.) 

and those applications are completely independent of relational database which stores 

system data model [14, 15]. 
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By use of MVC pattern in the system, client applications on examination computers are 

database independent and they only communicate with controller remote objects over 

special system protocol. The special protocol in question is an implementation of Java 

RMI (Remote Method Invocation) technology over TCP/IP. Java RMI technology lets 

distributed remote objects to communicate with each other without depending on 

network infrastructure. System clients use remote objects’ interfaces over RMI channel 

and realize database operations via those objects. For example, when a data update on 

local clinic database is needed, client application obtains data from user interface and 

calls remote object’s related method with those data as parameters. Authentication of 

client for that operation and data update are performed by that remote object. 

 

Implementation of MVC pattern and RMI also provides digital signature and data 

encryption key usage in system authentication and data security respectively. One of the 

important aims of the system is to access clinic databases in a secure and authenticated 

way in which smart cards play an active role. Data is transmitted as encrypted and 

signed on protocol. RMI has already facilities like object serialization and parameter 

marshalling on its channel so encapsulated data are not purely transferred. In addition to 

that mechanism, parameters of remote object’s method are encrypted and signed. Figure 

3 shows whole system architecture with components. 

 

Figure 3 approximately here 
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3.2 Smart Card Software 

 

3.2.1 Patient smart card 

 

The software package running inside a patient’s smart card is called 

tr.edu.ege.ube.schs.patientCard. This package contains both the Java card applet and 

model classes to hold patient data discussed in section 2.3. This software manages 4058 

bytes of patient data. The UML diagram of card software’s object model is shown in 

Figure 4. 

 

Figure 4 approximately here 

 

“PatientApplet” extends javacard.framework.Applet class and it communicates with off-

card smart card applications to serve patient data in a secure way. It aggregates patient 

health data, system management data (like DES key) and card owner’s PIN in instance 

of objects called “Patient”, “SystemData” and “OwnerPIN” respectively. The “Patient” 

object encapsulates patient’s health data both in collections of objects (like 

Immunization and Allergy) and sole instances of objects (like InsuranceInfo and 

EmergencyContactInfo).  

 

On the other hand, system dependent management information is encapsulated by an 

instance of the object called “SystemData”. It has attributes to store system specific data 

like patient’s DES key, card last update and address (IP) of the hospital database which 

stores all data about the related patient. 
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3.2.2 Doctor smart card 

 

Following the design of patient smart card software, design and development of the 

software for doctor smart cards have been straightforward. It is called 

tr.edu.ege.ube.schs.doctorCard and it manages 1333 bytes of doctor data. The object 

called “DoctorApplet” is an extended JavaCard applet that serves doctor data to host 

applications. It aggregates the objects called “Doctor”, “OwnerPIN” and “SystemData” 

to store above mentioned doctor smart card data. “OwnerPIN” object stores card PIN 

and its validity properties in the same manner with the patient card. “Doctor” object 

encapsulates information like doctor’s name, surname, address and department while 

“SystemData” stores doctors DSA private key in a serialized form in addition to the 

other system management data. 

 

3.3 Card Terminals 

 

Computers located in doctor’s examination rooms, with a CAD connected are defined 

as card terminals and they occupy the client layer of the system. It is sufficient to have a 

Java Virtual Machine (JVM) and Open Card Framework (OCF) library in addition to 

healthcare system software on each terminal. 

 

OCF is a smart card middleware developed by Open Card Consortium including IBM 

and other leader card manufacturers. The framework is implemented in Java and 

provides a portable, card manufacturer independent smart card application development 
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environment. In architecture, OCF is located between CAD and host application 

running on PC [16]. OCF is expected to be integrated in most of the smart card based 

healthcare solutions [8]. 

 

Smart card client package running on client computer carries out both doctor and patient 

smart card communication. It prepares card environment on PC, selects related card 

application and communicates with cards via APDU (Application Protocol Data Unit) 

packages of ISO 7816 standard smart card communication protocol [17]. This package 

is designed as an API which aims at abstracting card clients including user interfaces 

from APDU communication. Thus, user interface components can use prepared objects 

provided by this package especially in APDU byte vector formation without struggling 

with limited smart card data structure conversions. Hence this client software bridges 

the gap between graphical user interface components and on-card applications as it 

could be seen in data flows (1 and 2) given in Figure 3. Object model of this client 

software is shown in Figure 5. 

 

Figure 5 approximately here 

 

Object called “CardManager” is responsible for smart card environment initialization 

and shut down on PC, secure communication channel establishment between smart 

cards and card session management. Data about card sessions are handled by the objects 

called “DoctorSession” and “PatientSession”. User interface components access card 

data over those objects without striving for APDU communication. It should be noted 

that domain objects of the package (like “PatientCoreData”, “DoctorCoreData”, 
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“InsuranceInfo”, etc.) are high level counterparts of the on-card system software. For 

example “PatientCoreData” stores the patient’s name in a well-known Java object 

(String) instead of a hex-coded byte array. Therefore it could be processed in interface 

components in a very simple way. 

 

On the other hand, smart card terminals act as clients in RMI protocol calling remote 

object’s methods. As it is mentioned before, client computers do not contain any 

software component which is responsible to access databases and perform queries. 

Remote objects fulfill those operations instead of client software. Client software only 

contains user interface components (instances of Java Foundation Classes) and forms 

view layer of MVC architecture. 

 

3.4 RMI Servers 

 

Each hospital clinic or department has its own RMI server which provides local clinic 

database and hospital central database access to connected clients. Card terminals in a 

department take service from RMI servers located in the same department. Remote 

objects, whose methods are called by clients, exist on those servers. 

 

RMI server application creates objects with remote interfaces and registers them to RMI 

registry on server. When a client object wants to use a remote method, it first connects 

to the RMI registry on server and obtains interfaces of relevant remote objects. Then 

they can call remote methods by using those interfaces according to RMI protocol [18].  
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Remote objects in the system are responsible from encrypted data transmission, 

authentication control and remote database connection by using JDBC (Java Database 

Connectivity) technology. For example, when a client wants to update a patient’s 

information in the clinic database, it calls proper remote object’s method with data in an 

encrypted and signed form. Data is sent to stub on RMI server over RMI channel on 

TCP/IP with parameter marshalling. Stub prepares data and sends it to remote object. 

Object controls authentication of client, decrypts data, prepares proper query and 

updates data on remote database. Operation result or exception (if occurred) is returned 

to client over the same channel. So, all control and database connection operations are 

abstract to clients. Remote objects on RMI servers fulfill those operations on behalf of 

clients and form controller layer of MVC architecture of the system. 

 

3.5 System Databases 

 

The system supports a hierarchical data structure in which patient general health 

information (including data on smart cards) is stored in a hospital central database while 

clinic specific information in clinic databases. Relational model of the central database 

is given in Figure 6. 

 

Figure 6 approximately here 

 

As their names depict, the tables called “PATIENTS” and “DOCTORS” store each 

system user’s personal data with his/her unique system id. Each patient record stores the 

patient’s core data (name, surname, birth date, blood type, etc.), smart card data (card 
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access PIN and last update), insurance, emergency contact, system data and DES key. 

On the other hand, a doctor record stores the doctor’s core data (name, surname, 

department, etc.), DSA public and private keys, system data and smart card data. 

 

Allergies, surgical operations, immunizations, medications and former diseases are 

stored in corresponding database tables with their unique IDs. IDs have been generated 

automatically during system implementation except in medications. Barcode number on 

each medication is given to the related medication as its system ID. 

  

Each patient’s health records are stored in appropriate enrollment tables. Those tables 

have names started with the prefix “PATIENT_”. For example a record in the table - 

called “PATIENT_DISEASE”- stores a patient’s former disease with its first diagnosis 

date. This record is associated with the related patient and the disease via their unique 

IDs. It should be noted that the “PATIENT” table has a “one-to-N” relation with each of 

those tables. 

 

As it is mentioned before, clinic based patient data are stored on separate clinic 

databases to provide both flexibility and modularity of the system. Due to non-standard 

form of the information systems and database structures used in clinics of many 

hospitals as in the Ege University Hospital, our design seems most appropriate. For 

example, the database structure and type of the data stored on neurosurgery clinic’s 

database are different from the ones used in pediatrics. Our proposed layered system 

approach brings a solution to integrate databases used by those clinics into the SCHS 

such that it is enough to deploy an RMI server in front of each clinic’s local database 
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and prepare the corresponding wrapper software (including its model objects and server 

remote object). So, smart card terminal applications communicate with those remote 

objects and doctors can access the local patient data during examination as described in 

above sections. 

 

Databases store attributes of system data model’s objects. Model is completely 

independent from use and view of data. So, databases form the model layer of the MVC 

architecture. Controller components map proper bean objects to tables of those 

databases. 

 

3.6 System Security Architecture 

 

Like every distributed healthcare system, security of health data is vital in SCHS. 

Hence, transmission of data is realized over secure protocols both in smart card and 

remote database communications. These secure communications are discussed here in 

detail. 

 

3.6.1 Communication between smart card and host PC 

 

The first step in any communication between an off-card entity (typically clinic 

applications residing on doctor workstations) and a smart card is to provide mutual 

authentication. This involves comparing keys, which are stored in a key file. The key 

file contains the value of a “mother key”. By default, the value of this key in the key file 
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is filled with zeros. The real value of the mother key is provided by the card 

manufacturer with the card.  

 

Every smart card session begins with authentication stage in which both entities perform 

the check: the card checks that the keys in the key file match its own and the clinic 

software checks that the keys on the card match its own keys stored in the key file. After 

successful authentication, a secure communication channel is established between the 

two entities. At this time, a smart card owner should enter his/her card access PIN. 

Given PIN is checked by smart card itself and successful entry opens the card session. 

In case of three consecutive wrong entries, smart card blocks itself for any 

communication. In such a case, card user should apply to system management unit of 

the hospital to unblock his/her card.  

 

3.6.2 Communication between smart card terminals and database servers 

 

As mentioned before, doctors may want to access a patient’s health data stored on 

remote hospital databases. This requires a network communication over a secure 

protocol. In SCHS, remote communication is realized via the Java RMI protocol which 

works on top of the TCP/IP. In RMI, incoming and outgoing data are transferred in a 

serialized form meaning that data encapsulated by objects are not purely transferred 

over RMI channel. Receiver of the data should know the type of the object to deserialize 

content for if otherwise, it only gets a meaningless data stream. From this point of view, 

SCHS specific communication protocol provides a degree of security. However, it 

couldn’t be said that RMI meets all security requirements during network 
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communication and there should exist an inner crypto protocol to provide security 

indeed. 

 

In Figure 7, sequence diagram of the communication between card terminals (doctors’ 

PCs) and database servers is given. SCHS presents a communication protocol in which 

both data security and digital identity verification are duly provided. 

 

Figure 7 approximately here 

 

Let us consider that after an examination, a doctor needs to update patient’s health 

record on the system database. Precondition of such an update procedure is that both 

doctor and patient smart card sessions are opened on doctor’s computer that can access 

remote database object over RMI protocol. 

 

Data to be updated is first encrypted, then signed and finally serialized before network 

transmission. Encryption process uses related patient’s DES key which is retrieved from 

patient’s smart card. Encrypted data is signed by the doctor’s DSA private key that is 

obtained from doctor’s smart card. Both signed and encrypted data is encapsulated by 

an object and this object is serialized and sent over the RMI channel to remote side. 

Figure 8 gives flowchart of this protocol. 

 

Figure 8 approximately here 
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At the remote side, received message is first deserialized and data which is both 

encrypted and signed is obtained. Using related doctor’s DSA public key, remote 

component authenticates the doctor. Encrypted data is then decrypted with related 

patient’s DES key and updated in the database (Figure 9). All database communications 

are logged in system servers. 

 

Figure 9 approximately here 

 

On the other hand, key management should be taken into consideration. Generation, 

cancellation and replacement of security and authentication keys are all managed by 

system administration unit within SCHS. During card preparation for a newly recorded 

system user that may be a patient or doctor, related cryptographic and/or signature keys 

are generated. In the case of registering a new patient, the key generator of the system 

produces new patient’s DES key that will be used in appropriate system security 

operations. Generated key is both stored in database and patient’s smart card. The key is 

stored on card in a serialized form. Essentially this is a byte stream and this stream is 

again transformed into the real DES key on authorized host applications during their 

processes. 

 

On the other hand, system administration unit prepares DSA key pairs for healthcare 

professionals so that they can work within the SCHS. A Secure Random key generator 

is used and a DSA key pair is produced during registration of doctors. Private key of 

this pair is stored in both system database and doctor’s smart card. Public key is stored 
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only in the database. To obtain key generators and random seeds, Java API for Crypto 

Extension is used.  

 

Of course DES is potentially vulnerable to a brute-force attack and it may need to be 

replaced with an algorithm containing multiple encryptions with multiple keys such as 

3DES. In fact, due to modular architecture of the host applications and proper API calls, 

any encryption/decryption algorithm with symmetric cipher (such as 2DES, 3DES or 

Blowfish) may easily be applied into the security protocol of the SCHS.  Considering 

3DES (with 3 keys), we need to generate an effective key with 168 bits length for each 

patient and store related key in patient’s smart card. Above mentioned crypto protocol 

of the SCHS will remain same except encryption/decryption processes will need to be 

modified for 3DES.  

 

4. IMPLEMENTATION 

 

Starting from smart card software, all the way up to server components, the whole 

system is developed in Java platform.  

 

We have used GemXpresso 211/PK model Java cards with multiapplet support, 

manufactured by Gemplus. They have 32 K ROM, 32 K EEPROM and 2 K RAM. 

However smart card programmers can only use 16.5 K of EEPROM and 0.5 K of RAM 

for their applications because card operation system and JCRE (Java Card Runtime 

Environment) reserves remaining sources for their own usage. Approximately 8 K 

EEPROM is used in doctor cards for the developed doctor smart card software and 
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permanent data objects. Patient card software needs more space (approximately 14K) 

both for software and permanent data objects. Note that any smartcard that complies 

with JavarCard specifications and provide sufficient data space can be used in 

implementation of our design. That is, our design is platform independent and by using 

JavaCard framework [3], our system can be ported to different platforms without 

modifying any software.  

 

Gemplus GCR410 serial card read/write unit is used as CAD in system. It is connected 

to a terminal PC with 9600 baud data transmission rate. Card client, RMI client and card 

terminal / user interface packages are deployed to a PC with Intel PIII 650 MHz CPU 

running MS Windows 2000 operating system. It has Java 1.3.1 runtime environment 

and OCF 1.2 library for smart card communication. That PC represents a card terminal 

located in a doctor’s room. System administration software is also deployed and tested 

on this computer. 

 

Server components are deployed to a PC with Intel P4 1.4 GHz CPU running MS 

Windows XP. It does not contain any smart card software. Only a Java runtime 

environment is needed to run RMI server software and JRE 1.4 is used for this purpose. 

MS SQL Server 2000 is used both for hospital database and clinic database 

implementations. 

 

Over 30000 lines of code are written to develop the whole system that includes seven 

software modules. 
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Some performance measurements are also obtained during system tests, containing 

elapsed time measurement during data transmission between smart card client 

applications and smart cards. Considering data bus with 9600 baud, to send a command 

APDU and receive a response APDU with 255 bytes of data and display content of the 

APDU in related interface take approximately 1.5 seconds. To write 255 bytes of data to 

smart card and receive response from card takes approximately 2 seconds. Furthermore, 

it takes approximately 9 seconds to start a user session and display PIN entry dialog 

after insertion of smart card into CAD. 

 

To provide some flavor of the developed environment, the clinic program developed for 

Neurosurgery Department of Ege University Hospital is discussed with its selected 

screenshots. Note that the persons, their names and all other personal and/or health data 

given in the following are all fictitious and for demonstration purpose only. Figure 10 is 

the screenshot taken in runtime of the SCHS clinic application in which a doctor has 

recently opened a doctor session using her personal smart card. The application has 

communicated with the smart card and temporarily transferred doctor’s data (including 

its DSA private key) over the secure channel after her authentication. Depending on the 

access information on the smart card, application has also communicated with the 

central hospital database to retrieve personal message for the doctor if any exists. Now 

the doctor is ready to accept patients for examination. 

 

Figure 10 approximately here 
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Screenshot in Figure 11 is taken just after the doctor has accepted a patient and opened a 

patient session on the clinic application. All displayed data (except the remote database 

message) is received from the patient’s smart card. Like in doctor session, when a 

patient smart card is opened on a clinics application, the application immediately 

communicates with the central database to retrieve any existing message for the patient. 

Database address is again gained from the patient’s smart card. In Figure 11, patient’s 

medical information about his allergies, diseases, etc. are displayed. The doctor can also 

access other patient information (e.g. surgical operations, last inspection and 

prescription) stored on patient’s smart card by using the other submenus of the “Patient” 

menu. 

 

Figure 11 approximately here 

 

Last screenshot (Figure 12) portrays secure access of the application to the neurosurgery 

department’s local database. The doctor has received her patient’s neurosurgery records 

according to the distributed object protocol proposed in this paper. Her record request is 

validated at the RMI server of the neurosurgery department and patient information is 

transferred to the clinic application in an encrypted form. Encrypted data can only be 

decrypted by using the key stored in the patient’s smart card. When the doctor demands 

an update of the patient’s neurosurgery records, it is enough for her to simply press the 

“Update” button and approve the operation. In this condition, all patient data is 

decrypted with patient’s key and signed by the doctor’s DSA private key and sent over 

from the protocol’s secure channel in a serialized form. Received information is first 
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validated with the doctor’s public DSA key and then decrypted and updated into the 

department’s database. 

 

Figure 12 approximately here 

 

5. STATUS REPORT 

 

During implementation, test and evaluation of SCHS, the environment of the Ege 

University Hospital’s Neurosurgery Department is used as the pilot domain. Hence, 

SCHS is currently ready to be used in Neurosurgery Department and is expected to be 

fully operational in near future, upon fulfillment of some system deployment issues. 

However, contribution of other departments into the system will be fast and easy, owing 

to above mentioned modular software design of the SCHS. 

 

SCHS can be considered as a powerful healthcare automation with integration of smart 

card use into existing hospital information systems. Its distributed protocol enables 

mobile and secure access to the patient records and facilitates roles of both healthcare 

professionals and patients. 

 

Similar studies introduced in Section 1 also aim to provide system enhancements via 

smart card use. However, contribution of smart cards in those studies is limited even in 

the systems that are currently in use. For example system in [11] has a restricted design 

in which smart cards only behave as a portable health report card. Potential security and 

authorization features are not fully presented. Working system introduced in [8] has an 
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involved architecture but use of smart cards in clinic computers is so limited due to 

computer’s stand alone design and lack of network connection.  

 

On the other hand, protocol introduced with SCHS allows use of cards in both data 

storage and security in addition to mobile data carriage. Designed card environment of 

SCHS is enriched with the state of the art card technologies (JavaCard, OCF, etc.) and 

this helps to design and develop system smart cards with higher capacity and security 

features. 

 

It should also be noted that architecture of SCHS takes care of the easy integration of 

the currently working health information systems in a hospital with the help of its 

layered approach. Hence, users of the old information system (both health professionals 

and patients) can adapt to the new system easily and quickly. For example clinic module 

shown in Figure 12 has exactly the same GUI and usage procedure with the previous 

system used in Neurosurgery Department of Ege University Hospital. 

 

A collaborative study has been performed with healthcare professionals employed in 

Neurosurgery Department of Ege University Hospital during requirement 

determination, domain analysis and evaluation phases of the SCHS. It is essential that 

doctors have knowledge of evaluation issues in order that they can assess the strengths 

and weaknesses of evaluation studies and thus interpret their results meaningfully [19]. 

Contribution to the design and implementation of such studies provide system 

developers with useful information. Our colleagues preferred a practical assessment 

based on their experience instead of a methodological one in this study. As it is 
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discussed in [20], we also experienced difficulty in deploying a new healthcare system 

for an environment in which some users are addicted to legacy system. However, we 

didn’t meet any strong resistance against the new system because doctors denoted that 

they found a new application on their desktop with almost same GUI and working 

mechanism with the legacy one. Hence SCHS seems to be widely used in the 

department after a relatively short learning period when it becomes fully deployed. 

 

Weaknesses of the SCHS should also be considered. SCHS is currently not fully 

operational and therefore it has met a limited number of user requirements. Controller 

layer of its software architecture should be strengthened with up to date technologies 

those are mentioned in Section 6. So, concurrent database accesses (especially for 

central databases) will be optimized with already implemented connection pool 

mechanism to enhance performance. Finally, it needs to be studied on the current 

electronic prescription data structure to make it fully compatible with working 

pharmacy softwares in Turkey. 

 

6. LESSONS LEARNED AND FUTURE PLANS 

 

A healthcare automation system based on smart cards is designed and developed. In 

addition to carrying mobile information, system smart cards are used in security and 

authentication processes. 

 

The most important problem encountered during system development is the lack of 

medical data store and retrieval standardization in healthcare sector. Existence of a 
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worldwide-generic coding standard for healthcare data will surely ease the design and 

development of smart card based healthcare systems. Our system has its own specific 

medical data coding in databases. However as standardization occurs, the database can 

be redesigned to meet those standards. 

 

The capacity increase and cheaper costs will improve quality of smart card services. For 

example, the present patient cards of the SCHS can only store last inspection and 

prescription data as indicated before. One of our future plans is to integrate smart cards 

with higher capacity into the system to provide storage of more than one inspection and 

prescription data on card and simplify the doctor’s examination process. With use of 

such high capacity smart cards, we also intend to store extra medical information like x-

ray films and test documents on smart cards. 

 

Another further system development that we take into account is the integration of 

pharmacies to system and processing of electronic prescriptions currently stored in 

smart cards. Such integration provides a paperless environment for prescription 

protocols between hospitals and pharmacies. 

 

We also intend to improve the distributed object protocol of the system by the use of 

advanced RMI facilities and Enterprise Java Bean architecture in J2EE platform 

especially for an easier and more efficient process management. We believe that those 

modifications can be easily done by means of layered system architecture of SCHS. 
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Figure 1: Doctor smart card session. When doctor inserts his smart card into the card acceptance device, 

his data is transferred in a secure way from his smart card to the application running on his PC after the 

mutual authentication and successful PIN entry. During this session initialization PC application also 

communicates with hospital database for notification service according to the communication data stored 

on card. After all, secure doctor session is opened and the doctor is ready to accept patients for 

examination. 
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Figure 2: Patient smart card session. When patient’s card is inserted into the card acceptance device, his 

data is transferred in a secure way from his smart card to the application running on doctor’s PC after the 

mutual authentication and successful PIN entry. During this session initialization PC application also 

communicates both with hospital database and local clinic database to retrieve general health messages 

about the patient and clinic based patient information respectively. 
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Figure 3: System architecture of SCHS. Four main system components are smart cards, client computers, 

RMI server computers and system relational databases. Each client computer residing on examination 

rooms has a CAD to communicate with system user’s smart cards. Client computers can communicate 

with RMI servers to access distributed database of the hospital. The communication in case, is realized 

via a system specific secure protocol. Remote objects residing in RMI servers access databases on behalf 

of the requester clients (doctors). 
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Figure 4: Object model of the software running inside a patient’s smart card. Off-card client applications 

communicate with the PatientApplet object to retrieve patient data. PatientApplet is a JavaCard applet and 

aggregates objects those are encapsulating owner’s PIN, system and patient data. The object called 

Patient stores a patient’s data in related object collections (immunizations, allergies, etc.) and object 

instances (insurance info, last prescription, etc.). 
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Figure 5: Object model of the software that handles smart card communication and session management 

on behalf of client interface components.  
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Figure 6: Model diagram of the designed hospital database. The central database is made up of 14 tables 

in which data about system users (both patients and healthcare professionals) are stored. Table relations – 

due to space limitations, only regarding primary and foreign key are shown. 

 

 

 

Figure 7: Secure and authenticated communication between a doctor’s computer and a database server. 

All communication is realized inside the established RMI channel which is on top of TCP/IP. 
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Figure 8: Flowchart that depicts security and authentication operations performed on a patient’s health 

data. Outcome will be sent from a doctor’s computer to a remote database server for an update.   

 

 

 

Figure 9: Flowchart that depicts server side operations performed on the received data. Operations are in 

reverse order as it is expected: Received data is first deserialized, then verified and finally decrypted with 

appropriate key. 
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Figure 10: Screenshot of the SCHS client application running on a neurosurgery clinic in which a doctor 

has recently opened a doctor session by using her smart card. Notice that patient features of the program 

are currently disabled. 
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Figure 11: Screenshot of the SCHS client application running on a neurosurgery clinic in which a patient 

smart cart session has been recently opened. All data on display has been transferred from the patient’s 

smart card except the remote health message for the patient. Application has communicated with the 

remote central database by using the access information stored on patient’s smart card.  
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Figure 12: Screenshot of the SCHS client application running on a neurosurgery clinic in which a 

patient’s neurosurgery information has been retrieved from the department’s database over the secure 

communication protocol. Both keys stored in the doctor’s and patient’s smartcards have been used during 

transmission of the data. 

 


