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Abstract

In this project, we introduce the design and development of a framework for an e-mail
protocol where system security components as authentication and message
confidentiality are achieved via smart card mobile media and users exchange data
with asymmetric encryption. The system operates under client-server architecture.
On each client within the system, software components are used as an interface to
communicate with smart cards and to make message exchange over a
predetermined electronic mail system possible. Within the system developed,
security is provided by employing the authentication and confidentiality services of
the PGP (Pretty Good Privacy) tool. The use of smart cards enhances the system by
providing storage and mobility medium for the private key, but also increases the
overall level of security. Having designed and developed the system, we have tested
it with messages over real e-mail servers and seen that it operates properly.
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